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Introduction

= Configuration; of the underlying network to allow: the
grid eperation

= Gridiresources distributed along several network

administrative domains: management problems?
= Network policies x Grid policies

= A system to generate network policies based on
grid policies
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Grids, networks and policies
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Grids, networks and policies
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Hierarchical policies and grids
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Grid policy examples

IT (user == ""neirsse”™ and
startlime >= "11/25/2003 00:00:00" and
endTime <= "11/25/2003 23:59:59")

IT (resource == "LabTec Cluster™) {
allowAccess = true;
login = griduser;
maxProcessing = 50%;
networkQoS = remoteProccessControl ;
b
IT (proxy == *"LabTec Cluster™ and
resource == "UFRGS Data Server'™)
{
allowAccess = true;
maxAl lowedStorage = 40GB;
networkQoS = hirghThroughputbDatalntensive;
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Mapping architecture
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Mapping architecture

IT (srcResource.address/24 == 143.54_.47.0/24 and
dstResource.address/24 1= 143.54.47.0/24 and
dstResource.port == 80 and
dstResource.protocol == TCP)

= new NetworkPolicy();

-addCondrtron(startlime, ">=",schedule.startiime);
-addCondrtron(endTime, "*<="",schedulle.endTime);
-addCondrtron(srcAddress, ""=="",srcResource.address);
-addCondrtron(dstAddress, ""==", dstResource.address);

-addAction(DSCP, 2);

= new NetworkPolicy();

-addCondrtron(startlime, ">=",schedule.startiime);
-addCondrtron(endTime, *<="",schedulle.endTime);
-addCondrtron(BSCP, 2);
-addActron(bandwith, requiredQoS. requiredBandwidth);
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Mapping architecture

IT (srcResource.address/24 == 143.54_.47.0/24 and
dstResource.address/24 1= 143.54.47.0/24 and
dstResource.port == 80 and
dstResource.protocol == TCP)

pl = new NetworkPolicy();

INPEPs = select pep
-withrn[srcResource.address, 143.54.47_.1]
-direction[™1n*]
from device. type["DiffServDevice™];
INPEPs| O] -deployPolicy(pl);

p2 = new NetworkPolicy();

OUtPEPs= select pep
-within[srcResource.address, 143.54.47_1]
-drrection|["out™]
from device. type[ " DiffServDevice ] ;
oOUtPEPs .deployPol rcy(p2);
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System prototype

AME - QoS-Aware Management Environment {Skin Color GUI) - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools Help

J @Back - \_/J e \ﬂ @ _h | /-__\] Search @Media :ﬁ

J Address Iﬁ:l https:jfnoc.metropoa.tche, brfneissefmain/game. php

dfqrhE_ Grid Policies

Network map —
QoS Policies ff UFRGS VWO Policies

Class of if (user == "'neisse' AND startTime >= '25/11/2003 00:00:00"' AND endTime <= '25/11,/2003 23:59:59") & X
Services i

Flawes s Insert{Rule/action) @

Schedule if {resource == 'Cluster LABTEC') & X
Grid Admin {

Policies .0 Insert(Rule/Action) @,

Mapping Rules .ﬁ\||D.\.ﬁ.f.-’-‘l.CE:ElSS = true;
SNMP Traps Login = gridUser;

Feceived MetworkQoS = RemoteProccessControl;

Actions MaxProcessing = 50%;

Sewverity kg
Descoberta if (resource == 'Data Server' AND proxy == "Cluster LABTEC") B X

LDAP Explorer i )

Logout o Insert(Rule/action) @,
Allowasccess = true;
MetworkQoS = HighThroughputDatalntensive;
MaxallowedStorage = 40Gh;

¥

Policy List

¥

o0 Mew Policy @,

|€| https:jinoc.metropoa. tche, brineisse/mainigame. phprxml=apps/gridPolicies/policies . php I_ I_ E |‘ Internet
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System prototype

3 QAME - [Jos-Aware Management Environment {Skin Color GUI}) - Microsoft Internet Expl

J File Edit  ‘jew Faworites TJools  Help

J eBack - -Q - |ﬂ @ L;:l ‘ /:'_j Search @Media ;

J Address I@ hittpsffnoc. metropoa. kche, brfneisse/main/game. php

CANE.

Network map
QoS Policies
Class of
Services
Flows
Schedule
Grid Admin
Policies
Metwork CoS
Mapping Rules
SMMP Traps
Received
Actions
Sewverity
Descoberta
LDAP Explorer
Logout

Mapping Rules

Mapping Rule List

S Mapping Rule test
if {srcResource.address == "143.54.47.0/24" AND
dstResource.address '= "143.54.47.0/24" AND
dstResource.port == "B0" AND
dstResource.protocol == "tcp") E X
1
v Insert Condition @,
= new MetwarkPolicy();
JaddCondition{startTime,"==",schedule.startTime);
JaddCondition{endTime,"<=",schedule. endTime};
.addCondition{srcaddress,"==",srcResource. address);
.addCondition{dstAddress,"==",dstResource.address};
.addCondition{dstPaort,"==",dstResource.port};
.addCondition{dstProtocal,"==","tcp");
Jaddaction{DSCP,2);
iNnPEPs =

select pep.within[srcResource,"143,54.47, 1"] . direction["in"]

from devices.type["DiffServRouter"];
iNnPEPs[0] . deployPolicy(ply;
p2 = new MetworkPolicy();
p2.addCondition{startTime,"==",schedule.startTime);
p2.addCondition{endTime,"==",schedule.endTime};
p2.addCondition(DSCP,2);
p2.addaction{bandwith,requiredQos.requiredBandwidth);
OutPEPs =

select pep.within[srcResource,dstResource] direction["out"]

fram devices.type["DiffServRouter"];
outPEP=. deployPolicy(pa);
¥

0 New Mapping Rule @,

I_ l_ l_ |4 mmternet
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System Prototype
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Conclusions

= Grid policies: they are needed, but with network
policies integration
= Mapping rules are not easy te define, requires:

o Preview agreement between grid and network
administrator,

» Good knowledge of the network and grid infrastructure
= Eyture work

 How'to make the definition of mapping rules easier?

+ Bandwidth and performance evaluation

o Policy conflicts
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Questions?

= Contact Infermation:
o Ricardo Neisse
» Federal University off RioGrande doi Sul
» E-mail: neisse@inf.ufrgs.or
o Nttp://oerencia.int.urgs.lor

= Thanks for your attention!
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