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Grid policy examplesGrid policy examples
if (user == "if (user == "neisseneisse" and" and

startTimestartTime >= "11/25/2003 00:00:00" and>= "11/25/2003 00:00:00" and
endTimeendTime <= "11/25/2003 23:59:59")<= "11/25/2003 23:59:59")

{{
if (resource == "if (resource == "LabTecLabTec Cluster") {Cluster") {

allowAccessallowAccess = true;= true;
login = login = gridusergriduser;;
maxProcessingmaxProcessing = 50%;= 50%;
networkQoSnetworkQoS = = remoteProccessControlremoteProccessControl;;

}}
if (proxy == "if (proxy == "LabTecLabTec Cluster" andCluster" and

resource == "UFRGS Data Server")resource == "UFRGS Data Server")
{{

allowAccessallowAccess = true;= true;
maxAllowedStoragemaxAllowedStorage = 40GB;= 40GB;
networkQoSnetworkQoS = = highThroughputDataIntensivehighThroughputDataIntensive;;

}}
} } 
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Mapping architectureMapping architecture
if (srcResource.address/24 == 143.54.47.0/24 andif (srcResource.address/24 == 143.54.47.0/24 and

dstResource.address/24 != 143.54.47.0/24 anddstResource.address/24 != 143.54.47.0/24 and
dstResource.portdstResource.port == 80 and == 80 and 
dstResource.protocoldstResource.protocol == TCP)== TCP)

{{
p1 = new p1 = new NetworkPolicyNetworkPolicy();();
p1.addCondition(startTime,">=",p1.addCondition(startTime,">=",schedule.startTimeschedule.startTime););
p1.addCondition(endTime,"<=",p1.addCondition(endTime,"<=",schedule.endTimeschedule.endTime););
p1.addCondition(srcAddress,"==",p1.addCondition(srcAddress,"==",srcResource.addresssrcResource.address););
p1.addCondition(dstAddress,"==",p1.addCondition(dstAddress,"==",dstResource.addressdstResource.address););
p1.addCondition(dstPort,"==",p1.addCondition(dstPort,"==",dstResource.portdstResource.port););
p1.addCondition(dstProtocol,"==","p1.addCondition(dstProtocol,"==","tcptcp");");
p1.addAction(DSCP,2);p1.addAction(DSCP,2);

p2 = new p2 = new NetworkPolicyNetworkPolicy();();
p2.addCondition(startTime,">=",p2.addCondition(startTime,">=",schedule.startTimeschedule.startTime););
p2.addCondition(endTime,"<=",p2.addCondition(endTime,"<=",schedule.endTimeschedule.endTime););
p2.addCondition(DSCP,2);p2.addCondition(DSCP,2);
p2.addAction(bandwith,requiredQoS.requiredBandwidth);p2.addAction(bandwith,requiredQoS.requiredBandwidth);

}}
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Mapping architectureMapping architecture
if (srcResource.address/24 == 143.54.47.0/24 andif (srcResource.address/24 == 143.54.47.0/24 and

dstResource.address/24 != 143.54.47.0/24 anddstResource.address/24 != 143.54.47.0/24 and
dstResource.portdstResource.port == 80 and == 80 and 
dstResource.protocoldstResource.protocol == TCP)== TCP)

{{
p1 = new p1 = new NetworkPolicyNetworkPolicy();();
......
inPEPsinPEPs = select pep= select pep

..within[srcResource.addresswithin[srcResource.address, 143.54.47.1], 143.54.47.1]

..direction["indirection["in"]"]
from from device.type["DiffServDevicedevice.type["DiffServDevice"];"];

inPEPs[0].deployPolicy(p1);inPEPs[0].deployPolicy(p1);

p2 = new p2 = new NetworkPolicyNetworkPolicy();();
......
outPEPsoutPEPs= select pep= select pep

..within[srcResource.addresswithin[srcResource.address, 143.54.47.1], 143.54.47.1]

..direction["outdirection["out"]"]
from from device.type["DiffServDevicedevice.type["DiffServDevice"];"];

outPEPs.deployPolicy(p2);outPEPs.deployPolicy(p2);
}}
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System prototypeSystem prototype
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ConclusionsConclusions

Grid Grid policies: theypolicies: they are needed, but with network are needed, but with network 
policies policies integrationintegration
MappingMapping rules arerules are not easy to not easy to define, requires: define, requires: 
•• Preview agreement between grid and network Preview agreement between grid and network 

administratoradministrator
•• Good knowledge of the network and grid infrastructureGood knowledge of the network and grid infrastructure

Future workFuture work
•• How to make the definition of mapping rules easier?How to make the definition of mapping rules easier?
•• Bandwidth  and performance evaluationBandwidth  and performance evaluation
•• Policy conflictsPolicy conflicts
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Questions?Questions?

Contact information:Contact information:
•• Ricardo NeisseRicardo Neisse
•• Federal University of Rio Grande do Federal University of Rio Grande do SulSul
•• EE--mail: mail: neisse@inf.ufrgs.brneisse@inf.ufrgs.br
•• httphttp://://gerencia.inf.ufrgs.brgerencia.inf.ufrgs.br

Thanks for your attention!Thanks for your attention!


