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Information security undergoes constant change in focus and scope as new technologies 
emerge, new uses are identified, and new system designs evolve. Early in the security of 
computing, efforts were focused on integrity (preventing unauthorized modification in a 
shared computing environment), with type-based languages, virtual machines, monitors, 
checksums, two-stage commits, etc. Efforts were also focused on security, but mainly in 
the procedural and physical access in computer centers. Later, the issue of safe sharing of 
sensitive information became a paramount issue. Today, with distributed computing and 
large-scale networking, efforts are being focused on qualities of availability (prevention 
of denial of service), accountability, and assurance (quality of implementation), while 
also needing to retain focus on confidentiality and integrity issues. This widened focus 
has made the scope of information security increasingly complex. The parameters that are 
needed for specifying and enforcing security policies in large-scale networked systems 
must be captured and used in an interoperable fashion to execute the “security contract” 
in various portions of the system. Clearly aspects previously seen as factors in quality of 
service (QoS) contracts are now being claimed by the security contract under which users 
of shared resources operate.  
 
This session will focus on the needs for this security contract or set of contracts and the 
policies they describe for each interaction they cover. What are the forms of these 
contracts and what factors determine their form? What parameters are involved in a 
security contract? How are security contracts used in different layers of a distributed 
system? How can intentional naming systems and discovery protocols or publish and 
subscribe protocols assist in negotiating a security contract between two heterogeneous 
systems. How will the security contract play in active networks? These and more 
questions are emerging as we begin to see policy-driven systems become more central to 
distributed systems in large-scale networks. 
  
 
 
The security contract includes factors that determine: 



•  whether an authorization to perform an action (sequence of actions, graph of 
actions) is granted;  

•  how that authorization is used to complete the action;  and 
•  whether obligations must be satisfied prior to, during, or on completion of an 

action. 
The security contract usually references resources, e.g., processes and data that are 
shared, explicitly and implicitly. 

 
Previously we were concerned primarily with enforcing the security contract on a single 
computing platform and upon a single simultaneous action. Now we attempt to enforce it 
on automations of user-specified processes, where computational tasks assume the roles 
of requestor of services and provider of services, and on communications between these 
processes. In the future we will wish to enforce a security contract during interactions 
depicted by graphs whose nodes are tasks and whose arcs denote either service requests 
or service responses where tasks may execute concurrently. This enforcement may occur 
in a heterogeneous environment consisting of different platforms and/or operating 
systems, in different security technology domains, and in different security management 
domains. 
 
Previously our model for enforcement of the security contract focused on the subject–
object matrix and “access rights”. This model may not handle the range of contracts 
desired in the case of distributed systems: our model may have to focus much more on 
the security context of any particular computational task  (principal(s), actor(s), 
collaborative task(s), current and/or elapsed time, interface and operation to be used, 
implementation(s), degree of trust in any provided parameter, and other information 
regarding the security state and its history).  In the case that we have a requesting service, 
a responding service, and an object to be acted upon, we may need to consider factors 
relating to the requestor task, the responder task, the object of the action and the histories 
of all three to determine whether the action is to be authorized and under what 
condition(s). We may also wish to consider whether the collection of factors is to be 
static or dynamic as well as whether the values associated with the factors are mutable or 
immutable and in what time scale. 
 
 
The goal of this session is to address the following questions:  
 

1. During the next five to seven years, what factors should be included in a security 
contract? Why? 

 
2. Which factors, though desired for personal, business, or governmental reasons, 

should not be included? Why? 
 

3. If it is likely that the number of factors required will increase, how may we design 
implementations so that their addition will be evolutionary in character rather than 
revolutionary in character?  

 



4. Is it possible to evolve easily from current contracts to more sophisticated ones?  
 

5. What must be standardized now/soon to insure the greatest possibility of 
interoperability across technology and management domains while enforcing the 
security contract?  

 
6. What emerging methods can support new thinking on security contracts (e.g., 

Discovery Protocols, Intentional Naming, Micro-protocol toolkits, and Agents) 
 

7. To what should a security contract apply, e.g., interaction, transaction, principal, 
platform, or management domain? 
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